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LETTER OF TRANSMITTAL

THE WHITE HOUSE,
o November 17, 2003.

To the Senate of the Unifed States:

With a view to receiving the advice and consent of the Senate to
ratification, I transmit herewith the Couneil of EumPe Convention
ot Cyhererime (the “Cybererime Convention”™ or the “Convention™),
which was signed by the United States on November 23, 2001. In
addition, for the information of the Senate, 1 tranamit the report
of the Department of Siate with respect to the Convention and the
Convention’s ofiicial Explanatory Report.

The United States, in its capacity as an observer at the Council
of Europe, participated actively in the elabaration of the Conven-
tion, which is the only multilateral treaty to address the problems
of computer-related crime and electronic evidence gathering. An
overview of the Convention’s provisiona ig provided in the report of
the Department of State. The report also sets forth proposed res-
ervations and declarations that would be deposited by the Umnited
States with its instrument of ratification. With these reservations
and declarationg, the Convention would not require implementing
legislatiom for the United States.

The Convention promisea to be an effective tool in the global ef
fort to combat computer related erime. It requires Parfies to erim-
inalize, if they have not already dome so, certain rondnet that is
committed throngh, againat or related to computer systems. Such
substantive erime include offenses against the “confidentiality, in-
teprity and availability” of computer data and systems, as well as
using computer systems to engage in conduct that would be crimi-
nel if committed outside the eyber-realm, i.e., forgery, fraud, child
pornography, and certain copyright-related offenses. The Conven-
tion also requires Partieg to hawve the ability to investigate com-
puter-related crime effectively and to obtain electronic evidence in
all types of criminal investigations and proceedings.

By providing for broad international cooperation in the form of
extradition and mutual legal asmistance, the Cybererime Conven-
tion would remove or minimize legal obetacles to international co-
operation that delay or endanger U.S. investigations and prossecu-
tions of computer-related arime. Az such, it would help deny “safe
havens” to crimingls, including terrorists, who can cause damage
to U.S. interests from abroad using computer systems. At the same
time, the Convention contains safeguards that protect civil liberties
and other legitimate interests.

I recommend that the Senate give sarly and favorable consider-
gtion to the Cybercrime Convention, and that it give its adviee and
consent o ratification, subject to the reservations, declarations,

(I31)




v

and understanding described in the accompanying report of the De-

partment of State.

GEOrRGE W, BusH.




LETTER OF SUBMITTAL

DEPARTMENT OF STATE,
oy Waszhington, September 11, 2003.

The PRESIDENT,
The White House.

Tue PrRESIDENT: I have the honor to submit to you, with a view
to its transmittal to the Senate for advice and comaent Lo ratifica-
tion, the Council of Europe (“COE”) Convention on Cybercrime
{(“the Cybercrime Convention” or “the Convention™, which was
adopted hy the COE’s Committee of Ministers on November 3,
2001. On November 23, 2001, the United States, which actively
participated in the negotiations in its capacity as an observer state
at the COE, =igned the Convention at Budapest. I recommend that
the Convention be transmitted to the Senate for its advice and con-
aoent to ratification.

Accompanying the Convention ig ite official Explanatory Report,
which was alzso adopted by the COE's Committes of Ministers on
November 8, 2001, The Explanatory Report, which was drafted by
the Secretariat of the COE and the deiegations participating in the
negotiations, provides a thorough analysis of the Convention. It is
customary for the COE to prepare such reports in cocnnection with
itz conventiong. Under establicshed COKE practice, such reports re-
flect the undersianding of the Parties in drafting convention provi-
giong and, as such, are accepted as fundamental bases far interpre-
tation of COE conventions. The Explanatory Report would be pro-
vided to the Senate for its information.

The Cybercrime Convention ie the first multilateral troaty to ad-
drazs apecifically the problem of computer-related crime and elee-
tronic avidence gathering. With the growth of the Internet, attacks
oh computer nefworks have caused large economic logses and cre-
ated great risks for critical infrastructure systems. Examples of
such cybercrime activities mclude the deliberate transmission of
“virusea,” “demnial of aervice” attacks, and “hecking” into govern-
ment and financial institution computer systems. Criminals around
the world are zlso using computers to eommit traditional erimes,
such as fraud, child parmegraphy and copyright piracy. In addition,
computer networks provide organized crime syndicates and terror-
ists means with which to plan, support, coordinate, and commui
their criminal activitiea.

in responee to thig growing problem of computer-related crime,
the COE established in 1997 the Commitiee of Experts on Crime
in Cyber-space (“PC-CY" to umndertake negotfiation of the
Cybercrime Convention. States participating in the work of the
PC-CY included the United States, COE member states, Canada,
Japan, and South Africa. Beginning in April 2000, drafis of the

V)




V1

Convention were made public by the COE, so that interested mem-
bers of the public could review and provide comments to the PO
CY¥. In addition, U.5. Government officials sought to make informa-
tion about the Convention available to interested members of the
pablic. Since its adoption, 37 states have signed the Convention, in-
chading three COE member states that have also ratified if,

The Convention establishes a treaty-hased framewark that re-
quires Parties to criminalize certain conduct related to computer
systems and to ensure that certain investigative procedures ares
available to enable their domestic law enforcement authorities to
investigate cybercrime offenses effectively and obtain electronic evi-
dence {such as computer data) of crime. In a manner analogous to
other law enforcement treaties to which the United Siates is a
party, the Convention also requires Parties to provide broad inter-
national c¢ooperation in investigating computer-related crime and
obtaining electronie avidence.

By requiring Parties to establish certain substantive offenses, the
Convention will help deny “safe havens” to criminals, including ter-
rarists, who can eause damage to U.S. interests from abroad using
computer systems. Similarly, by requiring Parties to have certain
procedural authorities, the Convention will enhance the ahility of
foreign law enforcement authorities to investigate crimes effectively
and expeditiously, including those committed by local criminals
against U.5. individuals, institutions and interests. Since
cybercrimes are often committed via transmissions routed through
foreign Internet Service Providers {“ISPs”) and criminals increas-
ingly seek to hide evidence of their crimes abroad, the Convention
would zlso provide mechanisms for U.S. law enforcement zuthoeri-
tiec £0 work cooperatively with their foreign counterparts to trace
the source of 4 computer attack and to obtain electronic evidence
stored outside the United States. Thus, the Convention’s obliza-
tiong on Parties o establish domestic law enforcement frameworks
and create a regime of international cooperation would enhance the
United States ability to receive, as weall as render, international co-
operation in preventing, investigating and prosecuting computer-re-
laied crime.

The Convention would not require implementing legislation For
the United States. As discussed below, existing US. federal law,
coupled with six reservations and four declarations, would he ade-
quate to satisfy the Convention’s requirements for legislation. All
of these reservations and declarations are envisaged by the Con-
vention itself. Since other provisions comtained in the Ceonvention
are selfexecuting (e.g., articles relating to extradition and mutual
assistance), they would not require implementing legislation either.

The Uybercrime Convention consiats of 48 articles divided among
four chapters: (1) “Use of terme"; {2} “Measures to be taken at the
national level”; (3) “International co-operation”; and (4) “Final pro-
vigiong.” A detailed, article-by-article analysiz iz contained in the
accompanying Explanatory Raport. In addition, the following is an
overview of the major Convention obligations and a deseription of
the proposed reservations, declarations, and nnderstanding.
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CHAPTER I—I1ISE OF TEEMS {ARTICLE 1)

Chapter I, Article 1, containg definifions of four key terms that
are nzed throughoent the Convention: “computer syetem.” “computar
data,” “service provider,” and “traffic data.” “[Clomputer Bystem” is
defined to mean any device or group of inter-connected or related
devicea, where one or more of them performs automatic processing
of data pursuant to a lfaggam As elaborated upon in the Explana-
tory Report {paragrap ), the Canvention's definition of “com-
puter system” may include input, output and storage facilities and
ean he sithep.a “stand alone™ gystem or one that is networked with
similar devices. The term “service provider” includes public and
private entities that provide users with the ability to communicate
by means of a computer system, as well as other enfities that proc-
e88 or store computer data for auch entities or users. The definition
of “computer dats” encompasses data in electronic or ancther form
suitable for processing by a computer gyetern. As defined in Artigle
1, “traffic data” does not relate to the contant of a cornmunieation
but instead iz data generated by computers in a eommunieation
chain that relates to the communication’s origin, destination, route,
time, date, size, duration, or type of underlying service, As such,
traffic data can provide information about the source of a com-
puter-related crime as well aa other evidence of the crime. The Ex-
planatory Report (paragraph 22) explaine that it iz not necessary
for Parties to copy verbatim these definitions into their laws pro-
vided the concepts are covered, as they ara under existing 11.8. do-
mestic law.

CHAPTER O—MEASURES TO BEE TAKEN AT THE NATIONAL LEVEL
(ARTICLES Z—32}

Chapter IT consists of three parts, covering substantive criminal
offenses that Parties are to establish; procedurel mecheniams that
Parties must have under their respective laws; and provisions re-
quiring Parties to establieh jurisdiction over the offences to be es-
tablished. As discussed further in connection with Article 41 (“Fed-
eral clanse”), a federal state may reserve the right to assume chli-
gationg under Chapter II “consistent with its fundamental prin-
ciples governing the relationship between its central government
and constituent States or ];:uther alil:njlar terﬂturial(entiﬁea.”}fnaﬁi

laina thia provision, the BExplanato port (parmgrap

Elﬂkﬂ-&?%lﬂﬂr that the United S%Etes d therefore implemant its
obligations under Chapter Il through its federal c¢riminsal law,
which “genersliy regulates conduct based on its effects on inter-
state or foreign commerce, while matters of minimal or purely local
concern are traditionally regulated by constituent States.” Thus,
provided it invokes the Federal clause reservation provided for in
Article 41, the United States would be able to rely on its existin

federal lawe, which, because of the architecture of the Internet an

computer networks, provide for broad coverage of the obligations
contained in Chapter II. The United States would not be obligatad
to criminalize activity that otherwise woarld not merit an exafeiss
of federal jurizsdiction. Similarly, whether or not constituent State
laws conform to the Convention would not be an 1zsue since the
United States, having invoked the federel ¢lanse reservation, would




VIO

{mt Ibe required to implement the Conventions chligations at that
evel,

Substantive criminal low {Articles 2-13);

Articles 2-10 of the Convention require Parties to criminalize do-
mestically, if they have not already dane sa, certain conduet that
15 committed through, against or related to computer systems. In-
cluded in these substantive crimes are the following offenses
ggainst the “cunf‘identialitly, integrity and availability” of computer
data and ayatemes: “{llagal accoss” 1ele 2), “Illegal intarception”
(Article 3), “Bata interference” {Articla 4), “System interfersnee”
(Article 5), and “Misuse of devices” (Article 6). Algo included ars of-
fenses involving the use of computer systems to engage in conduet
that is presently criminalized outside the cyber-realm, ie.,
“Computerrelated forgery” (Article 7), “Computer-related frand”
(Article 8], “Offences related to child pornography” (Article 9), and
“Offencea related to infringements of copj"righi? and related rights”
(Article 10)

For criminal lisbility to aitarh inder the offenses to be estab-
lished pursusnt to Articles 2-10, the ronduct in questicn must be
commitied intentionally. As the Explanatory Report (parsgraph
113) notes, “wilfully” was used in lieu of “intentionally” in the con-
text of Article 10 infringements so as to conform with Article 61 of
the Agreement on Trade-Related Aspeocts of Imtellectual Property
Rights ("TRIPS™), which employs the term “wilful,” In addition, the
Report (paragraph 39] explains that determinations of what con-
stitutes the necessary criminzl intent are laft to each Party’s inter-
pretation under its laws.

The cbligation to establish offenzes under the Convention ex-
tends only to acts committed “without right” This concept recog-
nizes that in ertain instances conduct may ke legal or justified by
established legal defenses, such as consent, or by other principles
or interests that preclude eriminsl liahikity, Thus, as explained in
the Explanatery Report (paragraph 38), the Convention dees not
regquire the criminalization of actions underiaken pursuant to law-
ful government authority (e.g., steps taken by a Party's government
to investigate criminal offenses or to protect national security). Ad-
ditional guidance regarding the conteurs of “without right” is pro-
vided in the Explanatory Report {(e.g., paragraphs 43, 47, 48, 58,
62, 68, 76, 77, 89, 103) in the context of the various offenses to be
pstablished. Such guidance makes it clear that aunthorized trans-
missions, legibimate and common activities inherent in the design
of computer networks, and legitimate and comumon operating or
pomunereial practices should not be criminalized. The condition that
gonduct be committed “without right” is explicitly stated in all hut
one of the enumerated offonses. The one exception is Article 10
(“Offences related to infringement of copyright and related rights”),
where it was determined that the term “infringement” already cap-
tered the concept of “without right” (Explanatory Report, para-

graph 115].

Tﬂe requisite elements for the various offenses are set forth in
Articles 2-10. Except for Article § (“System interference”) and Arti-
cle B ("Computer-related fraud”), these articles also provide that a
Party may require certain additional eriminalization elements or
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may otherwige limit application of a criminalization obligation, pro-
vided a permitted declaration or reservation is made in accordance
with Articles 4G and 42. This apﬁﬂach seeks to promote uniform
application of the Convention while recognizing that permitting
Parties to maintain established concepts in their domestic law will
broaden aeceptance of the Convention. As discussed helow, in order
to implement the Conventien’s substantive criminal law obligatiens
under existing federal criminal law, the EInited States would avail
itself of declarations and reservations provided for in Articles Z, 4,
8, 7, 8, 10, and 41.

In terms dfthe specific offenses against the confidentiality, integ-

rity and availability of computer data and systems, Article 2 (*Ille-

acress™) requires a Party to criminalize unauthorized intrusions
into computer systems (often reforred to as “hacking,” “eracking” or
“eomputer treapass”). Such intrusions ean result in damage te com-
puter systems and data, and compromisze the confidentiality of
data. Under Article 2, a Party may require certain additional ele-
menis for there to be criminal liabihity, including that the offense
muat be committed with an intent to obtain computer data. In
order to correspond with the requirement contained in existing
.S, computer crime law, 18 U.5.C, § 1030{aX2) & (b), I recommend
that the following declaration be inchided in the 118 instrument
of ratification:

The Government of the United States of Ameriea declares,
pursuant to Articles 2 and 40, that under United States law,
the offerize sat forth tn Article 2 {“Illﬁgﬂl acces3d”) includes an
additional requirement of intent to obtain computer data.

Article 3 (*[llegal interception”) sesks to protect the privacy of
non-public computer data transmissions from activities such as
monitoring and recording through technical means (Explanatory
Report, paragraph 54).

icle 4 (“Data ioterference” requires a Party to criminalize

“the damaging, deletion, deterioraticn, alteration or suppression of
computer data,” which the lanatory Beport (paragraphs 60 and
61} makes clear would include the inputting of malicious codes,
guch as viruses, that can threaten the integrity, functioning or use
of eomputer data and programs TInder Article 4(2), a Party may
reserve the right to reguire ihat such conduct result in serious
harm. In order to maintain federal jurisdictional damage thresh-
olds, e.g, 18 US.C. §1030aN5KB), I recommend that the following
regervation be included in the 1.8, instrniment of ratification:

The Government of the United States of America, pursuant
to Articles 4 and 42, reserves the right to require that the con-
duct result in seriong harm, which shall be determined in ac-
cordance with applicable United States federal law.

Article 5 (“System interference™) requires a Party to criminalize
acts with respect to data which seriomaly hinder the fanctioning of
a computer system. Examples of such acts are provided by the Ex-
planatery Feport (paragraph 67) and include using programs to
genarate denial of serviee attacks and transmitting malicious code,
auch as viruses, to gtop ar slow the functioning of a computer sys-
Lem.

The offenses to be established under Articles 2-5 are frequently
comrmitted using computer programs or acceas tools, such as atolen
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passwords or access codes. To deter their use for the purpase of
committing Article 2-5 offenses, Article 6 {“Misuse of devices”) re-
quires & Party {¢ cnminalize the posgsession, production, sale, pro-
curement for use, import, distribution, or making available of such
items. As recognized in the Explanatory Report (paragraph 73),
howover, devices such as computer programs can be uzed for either
criminal or non-criminal purposes (zo-called “dunal ose” devices). To
avoid criminalizing activities related ta dewvices intended for legiti-
mate purposes, the Article provides that devices must he “designed
or adapted primarily for the purpose of commitiing” an Article 2-
& offense. MofBover, Article 6 provides that activities in relation to
devices, passwords or access codes, including thewr production and
distribution, must be done with the intent that soch deviess, pasa-
words or access codes be used for the purpose of committing an Ar-
ticle 2-5 offense. The Article also makes clear that it “shall not be
interpreted” to impose criminal Lability on the authorized testing
or protection of a computer system. ] ]

ith respect to the poeseseion offense, Article 6(1)(b) provides
that a Party may require that a number of items be possessed be-
fore criminal liability aftaches. United States law, 1§ USC
§ 102%a}3), requires that a person possess fifteen or more access
devices in order for there to be federal jurisdiction. I therefore rec-
gmmend that the following declaration be included in the ULS. in-
atrument of ratification:

The Governmoent of the United States of Amerca declares,
pursuant to Articlos 6§ and 40, that under United States law,
the offense set forth in paragraph (1)b) of Article 6 ("Misuse
of devices™) includes a requirement that a minimum number of
items be possessed. The minimum number shall be the same
as that provided for by applicable United States federal law.

Article 6(3) provides that a Party may reserve the right not to
apply the criminalization requirement for the misuse of items, so
leng a8 the reservation does not concern the sale, distribution or
making available of passwords, access codes or similar data with
the intent that they be used for committing an Article 2-5 offense.
United States law does not directly criminalize the possession or
distribution of data interference and system interference devices,
Therefore, [ recommend that the United Statea limit its obligations
accurdjng[y by including the following reservation in its instrument
of ratification:

The Government of the TTnited Statez of America, pursuant
ta Articler 6 and 42, reserves the right not to appl:.r paragraph
(1Xa)d) and (1)(b) of Article 6 (“Misuse of devices”) with respect
to devices designed or adapted primarily for the purpose of
committing the offenses established in Articie 4 (*Data inter-
ference”™) and Article £ (“Syatem interference”),

With reepect to the substantive crimes to be established which
involve the use of computer systems to commit acts that would nor-
mally be considered criminal if committed outside the eyber-realm,
Article 7 (“Computer-related forgery”) seeks to protect the security
and reliality of data by creating an offense akin to the furgerjr of
tangible documents. The Article requires a Party to criminalize the
input, alteration, dzletion, or suppression of computer data, result-
ing in insuthentic data with the intent that it be considered or




X1

acted upon for legal purposes as if it were authentic, regardless of
whether the data is directly readable and intelligible. [t also aliows
a Party to require intent to defraud, or similar dishonest intent, be-
fore criminal liability attaches. In order to enable the offense to be
coverad undar applicable U5, fraud statutes, I recommend that the
following declaration be included in the U8, instrument of ratifiea-
tion:

The Government of the United States of America declares,
pursuant to Articles 7 and 40, that under United States law
the offense set forth in Article 7 (*Computer-releted fﬂrgery”;
includes™® requirement of intent to defraud.

Article 8 {"Computer-related fraud”) requires a Party to crim-
inalize maenipulations of data that are done with frandulent intent
and to procure an unlawiul economic henefit. As indiecated in the
Explanatory Report {paragraph 86), an example of an activity that
would be encompassed by the Article 5 offense is the serious prob-
lern of on-line eredit card fraud.

Articloas 9 and 10 deal with content-relatad offensas. Article 9,
{("Ofences related to child ography”) requires a Party to erim-
inalize various asperts of the produetion, possesszion, procurement,
and distribution of child pormography through compuier systems,
The Explanatory Report (paragraph 23) notes that it was believed
important t¢ include Article 9 because of the increasing use of the
Internet to digtribute matarials ereated through sexual exploitation
of chaldren. In addifion to covering visual depictions of an actual
minor engaged in sexually explicit conduct, the Article covere im-
ages of a person appearing to be a minor engaged in such conduct
as well as realistic images representing a minor engaged in such
conduct {so-called “virtual” child pornography). Article 9(4), how-
ever, provides that a Party may reacrve the right not to criminalize
casea of a person appearing to be a minor or realishic images rep-
resenting a minar engaged in such conduct, These categories were
covered under 1.5, law by 1B 11.8.C. §22b6(8)(B), {C) & (D), and
to the extent that such imager are obhacene, certain conduct relating
to such obscene images is also covered by federal obscenity law. In
light of the U.3. Supreme Courts dedsion in Asheroft v. Free
Speech Coalition, 535 LS, 234 (2002), ruling § 2266(8)(B) & (D) un-
constitutional, I recommend that the following reservation be in-
cluded in the U5, instrument of ratification:

The Government of the United States of America, pursuant
to Articles 9 and 42, reserves the right to apply paragraphs
(2Xbh) and (e) of Article ¢ only to the extent consistent with the
Constitution of the United States as interpreted by the United
States and as provided for under s federal law, which in-
cludes, for example, erimes of distribution of material consid-
ered to be obscene under applicable United States standards.

Article 10 (*Offences related to infringement of copyright and re-
lated rights™ is directed at infringements of intellectual property
rights, i.e., copyright and related rights, by means of 2 computer
svEtem and on a commercial scale. Iis approach differs from the
other articles requiring the establishrnent of offensea in that it de-
fines the offenses by reference to other international agreements,
which are pet forth in the Articls. Bpecifically, a Party 1s required
under Article 10 to establish as criminal offenses acts that are com-
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mitted “wilfully, on a commereial scale and by means of 8 computer
system” and that are defined as infringements of copyright or re-
lated rights, under its domestic law, pursuant to obligations it has
undertaken in the referenced agreements. As indicated in the Ex-
planatory Report {paragraphs 110 and 111}, 2 Farty’s obligations
under thiz Article are framed only by those agreements that have
asntared into force and to which it is party. Moreover, a Party’s obli-
gations under Article 10 may be limited by reservations or declara-
tions it has made with respect to the referenced agreementa. For
the purpese of determining the United Statee’ obligations under Ar-
ticle 10, the Felevant referenced agreoments are the four io which
the United States is party, i.e., the Parig Act of 24 July 1971 of the
Bern Convention for the Protection of Literary and Artistic Works,
the Agreement on the Trade-Related Aspects of Intellectual Prop-
erty Rights, the WIPQO Copyright Treaty, and the WIPO Perform-
ances and Phnnaggams Treaty. Of these, the latfer two entered into
force after the Cybererime Convention was opened for signature.

Because, among the referenced agreements, only TRIPS requires
criminal sanetiens, Article 10 permits o Party to reserve the right
not to impoge criminal liability in limited circnmstances provided
pther “effective remedies” are available and the reservation does
not derogate from its minimuam obligations under applicable inter-
national instruments, which the Explanato% Relpnrt (paragraph
118) msakes clear refers to TRIPS. Because U.S. law provides for
other effective remedies but not eriminal hability for infringements
of cortain rental rights, I recommend that the following reservation
be included in the U.S. instrument of ratification:

The Governunent of the United States of America, pursuant
to Articles 10 and 42, reserves the right to impoae other effec-
tive remediss in Lieu of criminel liability under paragraphs 1
and 2 of Article 10 (“Offenses related to infringement of copy-
right and related rights”) with respect to infringements of ear-
tain rental rights to the extent the eriminalization of such in-
fringements 13 not required pursuant to the obligations the
United States has underiaken under the agreements ref-
erenced in paragraphs 1 and 2.

Article 11 {*Attempt and aiding or abetting”) provides that aiding
or abetting the commission of any of the offenses set forth in Arti-
cles 2-10 shall alsc be made criminal. Similarly, a Party is re-
quired to eriminalize an attempt to commit certain of these of-
fenses, to the extent specified in paraga]}h 2 of the Article. As with
the Article 2-10 sffenses, aiding or abeiting or an attempt must be
committed intentionally. Thus, as indicated in the Explanatory Re-
port (paragraph 119), the fact that an [SP ia & mere conduit for
criminal activity, auch as the trensmission of child pornography or
a computer virus, does nob give rise to criminal hability fgr the
ISP, beeaunse it would not share the criminal intent required for
aiding and abetting liahkility Further, the Explanatory Report
{paragraph 119) makes clear the Parties’ understanding that “there
is no duty on a service provider to actively monitor content to avoid
criminal liability under this provision,”

Article 12 (“Corporate liability”) requires the adoption of crimi-
nal, civil or administrative meagures to ensure that a corporation
or similar legal person ecan ba held kiable for the offenses to be es-
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tablished in accordance with the Convention, where such offenzes
are committed for its benefit by a natural person who has a leading
posgition in the corporation or legal persan The Article also pro-
vides for liahility where a lack of supervision or contrcl by a lead-
ing person makes possible the commission of one of the criminal of-
fenses for the benefit of the legal person by a natural person acti
under its authority. Per the Explanatory Report {paragraph 123{
a “natural person acting under ifs autherity” is understood o be
an employee or agent acting within the scope of their authority.
Further, the Fxplanatory Report {(paragraph 125} notes that a “fail-
ure to supervise should be interpreted to include the failure to take
appropriate and teasonable measures to prevent employees or
agents from committing criminal activities on behalf of the legal

erson.” The Explanatory Report (paragraph 126) also makes clear,

owever, that such sppropriate and ressonable measures “should
not be intarpreied as requiring a general surveillanrce regime over
employee communications.” The concepts set forth in Article 12 are
alread}:v; reflected in U.8. law.

Under Article 13 (“Sanctions and measures”), each Party is to en-
sure that Articles 2-11 offenses committed by natural persons are
subject to “effective, proportionate and dissuasive sancfions, which
include deprivation of hiberty.” As elucidated in the Explanatory
Report (paragraph 130), the Article leaves open the possibility of
other sanctions or measures, such as forfeiture, for these offenzes.
Consistent with the approach set forth in Article 12 (*Corporate li-
ability™), sanctions to be imposed against legal persona mey be
criminal, civil or administrative in nature.

Procedural law (Ariicles 14-21):

Ag recognized by the Explanatory Report (paragraph 133), evi-
denee in electronic form can he difficult to secure, as it may be
flowing swiftly in the process of communication and can be quickly
altered, moved or deleted In an effort te¢ ensure that Parties are-
able to investigate effectively the offenses established under the
Convention ang other criminal offonses committed by means of a
computer system, ag well ag ta collsct evidence in electronic form
of 2 eriminal offense, the Conventionh requires each Party to ensure
that itz competent autherities have certain powers and procedures
for nse in specific criminal investigations er muceedlgigs. These
powers and procedures are set forth in articles on: “Expedited pres-
ervation of stored computer data” (Artide 16), “Expedited preserva-
tion and partial disclosure of traffic data” (Article 17), “Production
order” (Article 1R), “Ssarch and zeizure of stored computer dats”
{Article 19), “Real-time collection of traffic data” (Article 241), and
“Interception of content data” {Article 21). All of these powers and
procedures are already provided for under U.3. law.

A number of important limitations on the powers and procedures
to be established pursuant to Articles 16-21 are aset forth through-
out the procedural law articles. Under Article 14 {* e of proce-
dural provisions”), for example, the powers and proecedures are to
be invokad to obtain or collect data in econnection with “specific”
criminal investigations or proceedings. Thus, as the Explanatoery
Report explaing (paragraphs 151 and 152), the Convention does not
impose a general ochligation on service providers to collect and re-
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tain data on a routine basis simply because such data might one
day be wseful toc some yet-to-be determined criminal investigation
or proceeding. The preservation measures apply fo data alraady
atored by means of a computer system, thus presupposing that the
data already exists, has been collected and is being stored, Further,
Arficle 15 ("Conditions and safeguards™) provides that the estab-
lishment, implementation and application of the powers and proce-
dures called for by the Convention are to be subject to mnd?tinn&
and safeguards provided for under a Party’s domestic law, which
law shall provide for the adequate protection of human rights and
liberties, including rights arising in accordance with gbligations a
Party has undertaken under applicable human rights instruments.
This Article depends on implementation through a Party’s domestic
law. For the United States, no implementing legialation would be
required as the 11.5. Constitution and 11.S. law already provide for
adequate conditions and safeguards.

Article 15 and its accompanying text in the Explanatory Report
Efaragragh 147) recognize that, depending on the power or proce-

ure, different conditions and safeguards under domestic law may
ke appropriate. For example, the Explenatory Repert {paragraph
215) notes that, due to its high degree of intrusiveness, interception
of content data pursuant to Article 21 merits more stringent safe-
guards, such as judicial or other independent supervision, as well
as limitations on its duration. Article 15 also requires a Party, to
the exient consistent with the public interest, to consider the im-
pact of the powers and procedures upon the rights, responsibilities
and legitimats interests of third parties. [n this d, the Explan-
atory Report (parapgraph 148) indicates that a %arty should con-
sider mitigating the impact of such powers and procedures through
such steps as minimizing disruption of consumer services, pro-
tecling service providers from liability for disclozing ar facilitating
the disclosure of data, or protecting proprietary interests.

The preservation regime to be established pursuant to Article 16
("Expedited preservation of stored computer date”) and Article 17
(“Expedited preservation and partial dieclosure of traffic data”) re-
guires a Pariy to enable its competent authorities to order or simi-
larly obtain the expedited preservation of specified computer data,
including traffic data, for use in a specific investigation or pro-
ceeding., This er, which already exists in 1.8, law, is important
te ensuring that evidence is not moved, altered or deleted while
further processes for chtaining a search warrant or subpoena for its
disclosure are pursued.

As indicated in the Explanatory Report (paragraph 180), preaer-
vation under Article 16 may be sccomplished by different legal
means, including by ordering a person, including 8’ service provider,
not to destroy or delete computer data within that person’s posses-
gion or ¢control. The person may be required to preserve that data
for a period of up to 90 days to allow the competent authorities to
seek ifs disclogure. (A Party may provide for renewal of the preser-
vation arder.) The person who is to preserve the data may also be
required to keep confidential for 2 period of time the undertaking
of the pregervation. With res to traffie data, Article 17 provides
that a sufficient amount of must be sble to be disclogsed expe-
ditiously in order to emable a Party to identify other service pro-

ba
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viders and the path through which a communication was trans-
mitted. Such expedited disclosure is intended to enable authorities
to take steps to preserve additional computer data that otherwise
might be lost, which can be critical to tracing a communication
baek to the source of a computer-related erime (Explanatory Re-
port, E]aragraphs 166-168). The U.S. Government would comply
with this requirement hy moving expeditiously, using existing pres-
ervation and disclosure procedures provided for under 11.8. law.

As stated in the Explanatory Report (paragraphs 151 and 152),
the data preservation measures contained in Articles 18 and 17 are
distingunishekle from so-called “data retention” measures in that
they “do not mandate the collection of all, or even some, data col-
lected by a service provider or other entity in the course of its pe-
tivities.” Instead, as indirated above, data preservation measures
apply only to data that already exiats, is being stored, and is Bpeci-
fied by competent authorities as being sought in connection with a
specific criminal investigation or proceeding,

Article 18 (“Production order” and Article 19 (“Search and sei-
zure of stored comiputer data™ requare Parties to establish addi-
tional measures by which their competent authorities can obtain
stored computer data. Under Article 18, anthorities must be abls
to order a person, including third party custodian of data, such as
an ISP, to produce data, inclueding subscriber information, that is
in that person's possession or control. The Explanatory Report
(paragraph 177) makes clear that such subsertber information,
which includes varicus types of information about the use and user
of a service, may be in computer data form as well as in other
forms (e.g., paper records). The Article, however, does not impose
an obligation on service providers to compile and maintain such
subscriber information in the normal course of their business. In-
stead, ea the Explanatory Report (paragraph 181) describes, it re-
quires & Party to be able to order a service provider to produce sub-
scriber information that it doee in fact keep. For its part, Article
12 is intended to enahble authorities themselves to search and seize
4 computer system, data stored in a computer system and data con-
tained in storage mediums, such as diskettes (Explanatory Report,
paragraphs 187-189).

Article 20 (“Real time collection of traffic data™ and Article 21
{(“Interception of content data™ require Parties to establish mers-
ures to enable their competent anthorities to collect data asscciated
with specified communications in their territory at the time of the
data’s communication (ie., in “real time”). “Traffic data” is defined
in Article 1, while guidance in the Explanatory Report {paragraph
2089) indicates that “content data™ refers to “the meaning or purport
of the commaunication, or the message or information being con-
veyed by the communication (other than traffic date).” Under Arti-
cle 20, a Party is required to ensgble its authoritiea te collect traffic
data with respect to any offense, although under Article 14(3)(a),
a Party may take a reservation limiting the types of ecrimes to
which Article 20 must be applied. This reservation would not be
needed hy the United States as federal law alreadv makes this
mechanism generally available for criminal investigations and

rosecutions, With regard to Article 21, the Explanatory Report
paragraphs 210 and 212) recognizes that interception of content
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data is considered an intrusive measure and, therefore, that Article
only requires a Party to provide for such measures in relation to
a range of serious offenses to be determmined by its domestic law,
whirh is the zpproach taken by 11.5. federal law.

Under both Articles 200 and 21, a Party is generally requirad to
adopt measures enabling its competent authorities: {a) to collect or
record data themselves through application of technical means on
the territory of that Party, and {b) to compel a service provider
within ite existing technical eapability, either to collect or record
data through the application of technieal means or to cooperate and
assist competaat authaerities in the eollection or recarding of such
data. The Explanatory Report (paragraph 224) explains that in cer-
tain states, such as Germany, due to “established legal principles”,
law enforcement is not able to infercept communications directiy
and must rely on gervice providers to have the capability to collect
content or {raffic data in real time on ite behalf. Accordingly, pur-
suant to Article 20{2), Parties may therefore adopt other measures
to ensure the collection or recarding of data, including by requrring
service providers to provide technical facilities, This exception does
not apply to the United States as its authorities are empowerad to
collect and record data directly threugh technical means. In states,
such as the United States, in which this exception would not be in-
voked, the obligation on a service provider te assist law enforce-
ment under Articles 20 and 21 is subject to “its existing technical
capability.” As more fuolly deseribed in the Explanatory Report
(paragraph 221}, this means there is no obligation {c impose a duty
on service previders to oblain or deploy new equipment or engage
'El_n costly reconfipuration of their systems in order to assist law en-
orcement.

Jurisdiction (Arizcle 32);

Article 22 requirez a Party to establish jurisdiction over the nof-
fenses specified in the Convention where committed in the FParty's
terrifory, on board a ship flying its flag, on board an aircraft reg-
istered under its laws, or, 1n certain circumstances, by one of its
naticnals. Except with reapeet to offensea committed in its terri-
tory, Articla 22(2) permite a Party to enter a reservation as to
these jurisdictional bazes. Beeause U.S, criminal law does not pre-
vide for plenary eriminal jurisdiction over offenses invelving its na-
tionals and selectively provides for maritime or aircraft jurisdiction,
[ recommend that the following reservation be included in the U.S.
instrument of ratification:

The Government of the United Btates of America, pursuant
to Articles 22 and 42, reserves the right not to apply in part
paragraphs (1)(b), (¢} and {d) of Article 22 (*J urisdlctiun”}.?[‘he
United States does not pravide for plenary jurisdiction over of-
fenses that are committed outside itz territory by its citizens
or on board ships flying its flag or aircraft registered under its
laws, However, United States law does provide for jurisdiction
over a number of affenses to be established under the Conven-
tion that are committed abread by United States nationals in
cireumstances implicating particudar federal interesis, ag wall
a3 over a humber of such offenses committed on board United
States-flagged ships or aircraft registered under United States
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lew. Accordingly, the United States shall implement para-
gra 1113 1(h), (¢} and (d) to the extent provided for under its fed-
eral law.

Under Article 22(3), a Party is also required to establish jurisdic-
tion over the criminal offenses established 1n accordance with Arti-
cles 2-11 of the Convention in the event it does not extradite an
alleged offender solely on the basiz of nationality. As explained in
the Explanatory Report (paragraph 217), establishing such jurisdic-
ticn is necesgary to ensure that such s Party has the ability to un-
dertake investigations and proceedings against the alleged offender
domestically. United States law permits extradition of nationals;
accurdinﬁlyr this paragraph does not give rise to a need for imple-
mentimg legislation,

As indicated in the Explanatory Report {paragraph 239), offenses
eommitted through the use of the Internet may target victims in
many states, giving rise to instances in which more than one Party
bhas jurisdiction. Accordingly, Article 22(5) provides that when more
than one Party claims jurisdiction over an alleged offense eatab-
lished in accordance with the Convention, they shall, where appro-
priate, consalt with a view to determining the most appropriate ju-
risdiction for progecution.

CHATTEER NII—INTEENATIONAL CC-OFEBEATION [ARTICLES 23—-35)

Chapter III, Article 23 (*General principles relating to inter-
national co-gperation™) provides that Pariies are to provide inter-
national cooperation t0 one another to the “widest extent possible”
for investigations and proceedings concerning criminal offensea re-
lated to computer systems and data, or for the collection of ewvi-
dence in electronic form of a criminal offense. The Chapier contains
extradition and mutual legal assistance provisions typical of many
multilateral law enforcement conventicnzs to which the United
Jtates is already a party, and, as such, is compatible with existing
U4, law. As provided in the Chapter and as recognized in the Ex-
planatory Heport (paragraph 244), the general approach ig to sug-
plement existing international cooperation agreements and provide
a bagis for such cooperation where no such framework exists.

Extradition is covered in Article 24 ("Extradition™), which pro-
vides that the offenses established in accordance with Articles 2-
11 of the Convention shall be deemed to he included as extraditable
offenses m extradition treaties between or among the Parfies pro-
vided the offenses are subject t¢ minimum penalties as described
in the Article. The Article provides that extradition 15 subject to the
econditions provided by the law or applicable treaties of the re-
quested Party, including the grounds on which it may refuse sxtra-
dition. Any Party that refuzes an extradition request zolely becanse
the person sought iz one of its nationals is obliged at the request
of the requesting Party to submit the case to 1ts competent authori-
ties for the purpose of prosecution.

Article 24 gl3o provides that a Party that conditions exiradition
on the existance of a troaty may use the Convention iteelf as a
treaty basts, although it is not obligated to do so. For gituations in
which there iz ho separats extradition treaty in evistence Article
24(7] provides that a Party is to notify the COE of the name and
address of its authority for receiving requests for extradition or
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provigional arrest under the Convention, The United States would
not invoke Article 24 as a separate basis far extradition, but, in-
stead, would contimie to conduct extradition pursuant to applicable
bilateral treaties, supplemented where appropriate by relevant
international law enforcement conventions. Thus, the principal
legal effect of Article 24 for the United States would be ko incor-
porate by reference ths offenges provided for in the Convention es
extraditable offenses under U.S. bilateral extradition treaties. Fur-
ther, because the United States would eontinue to rely en hilateral
extradition treaties, it would notify the COE that it is not desig-
nating an autherity under Article 24(7) and that the authority re-
sponsible for making or receiving extradition requesta on behalf of

e Umted States is set forth in the applicable bilateral extradition
Ereaties,

The provisions relating to mutnal legal assistance are set forth
in Articles 25-35. Article 25 sets forth “General principles relating
to mutual assistance,” where the duty to provide cooperation is not
limited to the offenses to be establiﬁied pursuant to Articles 2-11
of the Convention. As the Explanatory Report (paragraph 253)
notes, the need for “streamlined mechamisms of international co-op-
eration” extends beyond such offenses and, thus, Article 25 obliges
the Parties {0 afford mutual assistance “to the widest extent pos-
sible for the purposes of investigations or proceedings concerning
criminal offences related to computer systems and data, or for the
collection of evidence in electronic form of a criminal offence.” Arti-
cle 25 provides thal in urgent circumstances a Party may make a
requesi for assstance by expedited means of commaunication (e.g.,
fax or e-mail} and that the requested Party shall be cbliged to re-
gpond to the request by expedited means of ennmmunnication as wall.
Article 25(4) sets forth the general rule that, except as otherwise
specifically provided for in Chapter III, mutual assistance shall be
subject to conditions provided for by applicable mutual legal assist-
ance treaties or by the law of the requested Party. Articde 25(4)
itself provides for an exeeption to this general rule in that it pre-
¢ludes a Party from denying assistance with respect to the offenses
set forth in Articles 2-11 on the ground that the request concerns
a fiscal (i.e., tax) offense.

Article 26 (“Spontanecus information™ provides that, without re-
ceiving an assistance request, a Parfy may forward to another
Party information it obtains in one of its own investigations where
it belisves such information might assiat the other Party in initi-
ating or carrying out an investigation or proceeding, Per the Ex-
planatory Report (paragraph 260), such a provision was thought
useful because some states require a positive E;ard: of legal author-
ity to provide such assistance, which would satisfied by inclu-
sion of this provision in the Convention. Before providing such in-
formation, & Party may require that it be used subject to condi-
tionsz, such as that it be kapt confidential.

Article 27 (*Procedures L):rtairu'ng to mutual aszietance requests
in the shsence of applicable international agreements”) and Article
28 ("Confidentiality and limitations on use”) provide a framework
for assistance where there is ne mutual legal assistance treaty or
an‘anﬁmenj; on the basis of uniform or reciprocal lepislation in
force between the requesfing Party and the requested Party. Arti-
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cle 27 provides procedures for handling assistance requests as well
as grounds for refusal, which include where the request concerns
a political offence or i “likely to prejudice [a raquested Partya]
sovereignty, security, ordre publie or other essential interests.” The
Article also provides for the designation by each Party of a central
authority or authgrities, which is to be responsible for handling re-
glueata for mutual assistarice. In the event of urgency, Article 27(%}

lows for requeats to be sent directly tc judicial authorities. A
FParty may declare, howeaver, thaft for reasone of afficiency, such re-

nests are to be addressed to its designated cenfral authority. In

is regard®{ recommend that the following declaration be included
in the U.S. instrument of ratification:
The Government of the United States of America declares,
ursnant te Articles 2% and 40, that ests made ta the
nited States of America under paragraph ®e) of Article 27
(“Procedures pertaining to mubual assigtance requests in the
absenee of applirable international agreements”) are to be ad-
dreased to its central authority for mutual assistance.

Article 28 provides thai the requesied Party may condition the
provision of information on confidentiality and certain use limita-
tionsa. The Article only applies, however, where there 12 no mutual
asgigtance treaty or arrangement on the basis of uniferm or recip--
rocal legislation in foree as betwsen the requested and requeeting
Parties, unless the Parties concerned agree to itz application in
whaole or in part.

Articles 29-35 contain specific provisions on mufual assistance
that apply regardless of whether assistance is being regquested or
provided pursuant to an existing mutual legal assistance treaty or
arrangement,

Article 28 (“Expedited pregervation of stored computer data”) and
Article 30 (“Expedited digclosure of preserved traffie data”) address
the preservation and diselosure of data. As indicated in the Explan-
atory Report (paragraphs 282 and 290}, these arteles make avail-
able for the purposes of international cooperation fhe mechanisms

rovided for use at the domestic level in Articles 16 and 17. Under
icle 20, a requesting Party may obtain advance, expedited pres-
ervation of stored data that iz located in the territery of the re-
gquested Party provided it intends to submit a subsequent, formal
mutual asgistance request for diselogure of the data. Upon proser-
vation, the requesting Party shall then have st least sixty 3 to
gubmit its muiual assistance request. A requested Party may
refuse preservation on the ground that the request coneerna a polit-
ical offense or that ita execution would be “Fllilml:.Ir to prejudice its
aovereignty, security, ordre publie, or othor esesntial intareste.” For
the purposea of obtaining the inttial preservation, Article 29 does
not ag a rule require dual criminality. As explained in the Explana-
tory Report (paragraph 2858), once preserved, the data is generally
not subject to disclosure to government officials unfil the formal
mutual assistance request is executed. A determimation with re-
spect to any dual criminality requirement can be made m the con-
toxt of that request. However, a requeeted Party that requires dual
eriminality as a condition under its applicable mutual legal agsigt-
ance framework may enter a raservation that would enable it to
refuse a preservation reguest if it has reason to believe that at the
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time of the disclosure dual criminality would not be met. Because
the United States generally seeks, as a policy matter, to minimize
the application of dual eriminality as a ground for refusing inter-
national mutual asaistance, snd, especially since preservation in
and of itself does not result in disclosure of data te government offi-
ciais, the United States would not exercise this reservation. Under
Article 30, if the requested Party determines in executing an Arti-
cle 29 request for expedited preservation concerning a specific com-
munication that a service provider in another state was involved in
that communication, then it is under an obligation to diselose to
the requesting Party such traffic data as necessary to identify the
foreigm service provider and the commurication path. As in Article
29, such disclosure may only be withheld by the requested Party
on political offense grounds or on the grounds that it “is likely ta
prejudice its sovereignty, security, ordre public or othar esgertial
intereata.”

Article 31 (“Mutual assistance regarding accessing of stored cotn-
puter data™) is the international cooperation counterpart to Article
19 (“Search and seizure of stoved computer data”} in the ?mcﬂdural
law chapter. It reqnires a requested Party to be gble to “acarch or
stnilarly access, seize or similarly secure, and digelose” stored data
in response {0 a request for mutual assistance. Where the data is
‘particularly vulnerable to loss or modification,” the reguested
I!;rt}r is required to expedite its response,

Article 32 (“Irangborder eccess to stored computer data with
consent or where publicly available”} is not a mutual assistance
provision per se. Rather, as discussed in the Explanatory Report
(paragraphs 203 and 294), it reflects the general agreement that an
accessing Party need noi seek the prior authorization of ancther
Party to access data stored in that other Party's territory where the
data is publicly available or obtained threugh a computer gystem
located in the accessing Party's territory with the lawfal and vol-
untary consent of a person who has lewful authority to disclose
that data through that system,

Article 33 (“Mutual assistance in the real-time collection of traffic
data”} and Article 34 (“Mutual assistance regarding the intercep-
tion of content data” are the counterparis in the international co-
operation chapter to Articles 20 and 21. Under Article 33, a Party
iz required to provide mutual assistance in the real-time collection
of traffic data at least with respect to offencea for which such real-
time collection would be permitted under its domestic law. Simi-
larly, Article 34 obligates a Party to provide mutual assistance in
the interception of content data, but only to the extent permitted
under its applicable treatias and domestic Law.

Article 356 {“24/7 Network”) requires each Party to designate a
point of contect that will be available 24 hours a day, seven days
a week to ensure the provision of immediate assistance for the pur-
poses of investigations or proceedings concerning criminal offenses
related to computer systems and data, or for the colleetion of evi-
dence in electronic form. This shall inelude an obligation to facili-
tate or, if permitted by its domestic law and practice, direct the
carrying out of immediate assistance in the provision of technieat
advice, the expedited preservation of stored computer data, the ex-
pedited disclosure of preserved traffic data, the collection of evi-
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dence, the provisicn of legal information, and the locating of sus-
peets. As indicated in the Explanatory Report (paragraph 298), this
channel draws its inspiration from a network created by the GS
countries in 1998. The 24/7 point of contact for the United States
would be the same point of contact used for the G8 network: the
Dopartment of Justice, Criminal Divisieon, Computer Crime and In-
tellectual Property Sechion.

Chopter IV—Finol provisions (Articles 36—48):

As indicated in the Explanatory Report (paragraph 303), the pro-
visions cofftained in Chapter IV (“Final provisions™ are generally
based on stendard model clauses nsed by the COE. Article 36 (“Sig-
nature and entry into force™) provides that the Convention is open
for signature by COE member states and by non-member states
that have participated in itz elahoration, i.e., the United States,
Canada, Japan, and South Africa. Five states, including at least
three COE member states, must express their consent to be bound
by the Convention for it to enter into force. Affer entry into force,
states subsequently expreasing their conaent to he hound shall be-
come party fo 1t on the first day of the menth following a three
month periad from the date of that state’s sxpression of consent,
Article 37 (“Accession to the Convention”) details a proeedure for
accession by other states after the Convention enters into force. Re-
flecting past practice in this area within the COE, accession by a
state requires the nnanimous consent of the Parties to the Conven-
tion. Article 38 (“Territorial aplillicatiun”} enables atates to specify
the extent of their ferritory to which the Convention will apply.

Article 39 (“Effects of the Convention™) addresses the relaEunship
of the Cybererime Convention to ather international instruments.
It makes clear that the Convention is intended to supplement ap-
licable treaties or arrangements between the Parties in the area
of international cooperation. As set forth in the Article and as ex-
plained in the Explanatory Report {parsgraph 312), Parties are free
to enfer into new agreements with one another regarding matters
dealt with in the Convention provided they do not undermine its
chjectives and prineiples. Article 39 also containg a “savings” clanse
to the effect that the Convention does not affect other rights and
ghligations that are not addressed in the Convention.

Article 40 {*Declarations™), Article 41 (“Federal clause™) and Arti-
cle 42 (“Reservations”) permit Parties to modify or derogate from
specified Convention obligations. Under Article 40, a Party may da-
clare that it avails itself of various additional elements provided for
in specified articles at the time it consents to be bound by the Con-
vention. As set forth above, in order to meet ite Convention obliga-
tions without having to seek new implementing legislation, the
Unibed States would make declarations under Axticles 2, 6(L)Xb), 7,
and 27(9)e).

Article 41 (“Federal clause”) permits a federsl state to enter a
reservation allowing for minor variations in coverage of its Chapter
Il ohligations (“Measures to be taken at the national level”). As
stated in the Explanatory Repart (paragraph 316}, this reservation
takes intg account that variations in coverage may oceur due to
“well-established domestic law and practice” of a federal state
based on the federal state’s “Constitution or other fundamental
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principles concerning the division of powers in eriminal justice mat-
ters” between its centrsl government and ite constituent entities.
The reservation was inserted to make clear that the United States
conld mest itz Convention obligations threugh application of exist-
ing foderal law and would not be obligated to criminalize activity
that dees not implicate a foreign, interstate or other federal inter-
est meriting the exercise of federal jurisdiction. In the absence of
the reservation, there would be a narrow category of conduct regu-
lated by U.S. State, but not federal, law that the Uniied States
would be obligated to eriminalize under the Convention (e.g., an at-
tack on a stand-alene personal computer that does not take place
through the Internet). Article 41 makes clesr that this reservation
ig available only where the federal state is still able to meet its
international cooperation obligations and where application of the
reservation would not be so broad as to exclude entirely or substan-
tially diminish its obligations to criminalize cenduct and provide
for procedural measures. Such a restrietion is net an obstacle for
the United States because the Convention’s iniernational coopera-
tion provisions are implemented at the federal level and because
Fadersl substantive criminal law provides for broad averall coverage
of the illegal conduct addressed by the Convention. In invoking the
reservation, the U.S. Government would be obliged to bring the
Convention's provisions to the attention of its constituent States
and entities, with a “favourable opinion” encouraging them to take
appropriate action to give effect to such provisions, even though, as
a result of the reservation, there would be no obligation for them
ta do so. This step would be accomplished thro an sutreach ef-
fort on the part of the federal government. Accordingly, I rec-
ommend that the following reservation be included in the U.S. in-
strument of ratification:

The Government of the United States of America, pursuant
to Articles 41 and 42, reserves the right to assume obligations
under Chapter II of the Convention in a manner consistent
with its fundamental principles of federalism. Furthermore, in
connection with this reservation, I recommend that tho Senate
include the following understanding in its resolution of adviece
and consent:

The United States understands that, in view of its reservation
pursuant to Article 41, Chalitaer IT of the Convention does not war-
rant the enaetment of any legislative or other measures; instead,
the United States will rely on existing federal law to meet its obli-
gations under Chapter II of the Convention.

Article 42 (“Reservations”) enumerates those provisions by which
a Party can exclude or modify its obligations wath respect to speci-
fied articles et the time it consents to be bound by the Canvention.
Conaistent with COE treaty practice, the Article provides that no
other reservations may be made. Article 43 (“Btatns and with-
drawal of reservations”) provides a mechanism for Parties to with-
draw their reservations as soon as circumstancea permit. As seb
forth above, to meet its obligations without the need for additional
implementing legislation, the United States would make permitted
reservationa m£r Articles 4(%9), 6(3), 9(4), 10(3}, 22(2), and 41.

The procedure for amending the Convention is set forth in Article
44 (“Amendments™ and provides that amendments do not come
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into force until they have been accepted by all Parties to the Con-
vention. Article 45 {(“Settlement of disputes”) obligates Parties to
seek to aettle disputes as to the interpretation or application of the
Convention through peaceful meana of their choosing. Resort to
binding arbitration or to the [nternational Coeurt of Justice iz pos-
gible if the Parties concerned agres. Article 46 ("Consultations of
the Parties™) establishes a flexible framework for Parties to consit
regarding tmplementation of the Convention, including the effect
on implermentation of significant legal, policy or technelogical devel-
opments. As appropriate, such consultations are ta be facilitated by
the COE, ficluding epecifically by the Europsan Committee on
Crime Problems. The Exzplanatory Report (paragraph 328) encour-
ages Parties, in the context of these consultations, tn seek the
views of non-governmental and private sector organizations on pri-
vacy, busimess and other related issues,

Article 47 (“Denunciation”) sets out the procedure for a Party to
denounce the Convention with three months advance notice, and
Article 48 (“Notification”) empowers the COE’s Secre General
to act as the notifying authority in relation te¢ the Convention.

It i3 my belief that the Convention would he advantageous to the
United States and, subject to the reservations and declarations pro-
gused in this Report, would be consistent with existing United

tatea legislation. The Departments of Justice and Commerce join
me in recommending that the Convention be transmitted to the
Senate at an early date for ite advice and consent to ratification,
subject to the reservations and declarations described above,

Respectfolly submitted.

CoLIN L. POWELL.




